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Job Description

Job Title:

Senior 3rd Line IT Support Engineer
Reference:

SUS2800
Salary:


Grade H:  £31,058 per annum
Hours:


37.5 per week

Contract:

Permanent
Base:


Sustrans offices in central Bristol
Purpose of Job:

To provide senior third-line IT support to Sustrans’ staff and manage specific IT projects derived from the IT strategy working with Head of IT in delivering an excellent IT Service function and support delivery of specific IT infrastructure projects, working with the rest of the support team to meet and exceed agreed KPI’s.
Place in Organisation Structure:

The postholder will report to the Head of IT.

Key Relationships:

Internal: 

Head of IT

IT Support Manager
2nd Line IT Support Technician 

Other IT Staff




All Sustrans head office and regional staff

External:

Suppliers and Service Providers

Key Responsibilities:

1. To support delivery of specific IT infrastructure projects, working with the rest of the support team and project team to meet and exceed agreed KPI’s as part of the IT Strategy.
2. To deliver senior 3rd line support by diagnosing and resolving complex IT issues escalated from the support team, or the IT Support Manager, which require time or research to resolve;

3. To identify, evaluate and recommend changes and additions to all IT infrastructure and where appropriate implement, document and test these solutions with the Head of IT;
4. To problem solve complex IT Issues and resolve using innovative IT cost effective technological solutions.

5. To ensure technical knowledge and IT awareness is kept up to date in line with current business trends.
6. To be responsible for leading, managing and documenting a resilient VOIP infrastructure across Sustrans, and associated networking infrastructure (Draytek routers and various switches) ensuring effective management, patching and security focus for Sustrans.

7. To be responsible for managing and maintaining business critical SQL Servers

8. To monitor systems capabilities and performance, highlighting any potential issues or potential problems to both the IT team and Head of IT by maintaining and improving an effective network monitoring system such as Zabbix or similar;

9. To undertake hardware, software and systems administration of VMware, Storage, Windows, Exchange, Veeam and SQL servers and systems, as well as Windows Desktops and Laptops in line with projects and maintenance also including scripting and automation via PowerShell;

10. To maintain and improve IT security by identifying and implementing best practice solutions in co-ordination with Head of IT and to be responsible for specific areas of IT security, patching, malware, anti-virus, switches, routers and firewalls;

11. To develop and maintain an IT Wiki and documentation on all aspects of IT operations and systems;

12. To assist with the provision of 3rd line IT support where required to ensure effective delivery of IT services to Sustrans
13. To promote the effective use of IT within Sustrans;
14. To provide advice and guidance to junior IT staff.
15. To promote the effective use of IT within Sustrans;

16. To undertake other ad-hoc tasks commensurate with the role as necessary;

Communication and marketing

17. To support and comply with the charity’s guidance on branding, tone of voice and key messages, positively contributing towards raising Sustrans’ profile.  

Training and personal development:
18. To attend essential Sustrans training as required by the Charity.

19. To ensure own personal development by working to objectives set as part of the Charity’s appraisal process.

Health & Safety, Safeguarding and Equality, Diversity and Inclusion:
20. To support and comply with the organisation’s policy for the management of Health and Safety.

21. To support and comply with the organisation’s policies for the management of safeguarding.

22. To support and comply with the organisation’s policy and procedures relating to Equality, Diversity and Inclusion and apply principles of best practice in own role.
Other
23. To perform any other duties consistent with the nature and grade of the role as agreed with the line manager.
Working Conditions:

The role is based in an office in the centre of Bristol. Regular visits are required to other Sustrans’ offices throughout the UK.

Special Note:

This job description does not form part of the contract of employment, but indicates how that contract should be performed.  The job description may be subject to amendment in the light of experience and in consultation with the jobholder.

Compiled by:



Head of Information and Technology

Date: 




June 2019

Senior 3rd Line IT Support Engineer  (SUS2800)
Personal Specification:
	Criteria
	Essential

	Qualifications, education and training
	Educated to degree level or demonstrable equivalent experience

	Experience
	· Previous experience in similar role with broad experience of IT support services, through management and completion of support tickets, to ensure quick fault-finding and ticket resolution.

· Experience of maintaining complex IT infrastructure (e.g. Routers, Servers, Network Connection and VOIP)
· Experience of fault finding and repair in complex IT systems

· Experience of carrying out work as part of a project or programme

· Experience of installing IT hardware (e.g. severs, routers etc)

· Experience of ensuring firmware and software necessary for effective operation of an IT network is tested and installed effectively

· Experience of managing risks from cyber-threat

· Experience of identifying optimal build for deployment of key software (e.g. Operating systems)

· Experience of providing IT advice and guidance to non-IT staff

	Skills and abilities
	· Able to identify and prioritise work efficiently

· Excellent verbal and written communication skills

· Excellent problem analysis and solving skills

· Good time management and prioritisation

· Ability to remain calm under pressure

· Able to work alone on IT projects and self-lead where required

· Ability to progress ad hoc projects in an efficient and timely manner

	Knowledge 
	· Helpdesk ticket systems

· Troubleshooting Windows 7, 10 and Server 2008, 2008R2, 2012, 2012R2

· Managing and maintaining Cisco ASA Devices and associated components such as VLANs, VPNs and Routing.

· VMware ESXi, VMware vCentre, VMware Server etc

· At least MS Exchange Server 2010 or higher

· Secure Database management and maintenance, SQL Server 2008R2 and higher

· MS Office 2013 or higher

· Networking technologies, TCP/IP, DFS, DHCP and DNS. 

· Internet technologies 

· Telecoms experience including VOIP

· IT Security, Firewalls, Switches

· Network Management Systems

· Server and workstation hardware 

· PowerShell and scripting  

· Encryption and security knowledge and skills
· Business backup software such as Veeam Backup and Replication v9 onwards
· Substantial experience in a similar role

	Other
	· Committed to the ideals of the organisation
· To be dynamic and work in methodical logical manner


	Criteria
	Desirable

	Qualifications, education and training
	· Microsoft Certified Professional or other professional qualifications such as Cisco CCNA

	Experience
	· Experience of implementing the cyber essentials standard


	Knowledge
	· Network Analysis
· Apple Technologies


